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Who is David R Rutledge

977 Clinical Evaluations since 2009: Managed, signed off, or participated in
Clinical Data Requirements for Market Access – Data-Driven, Big Data, Trials
US FDA – e-STAR: Q-SUB, 510k, PMA, Breakthrough, Emergency Use Authorization  
Technology User – Influenced by 18 Yrs. in Silicon Valley; Innovative Solutions
Lean Six Sigma – Green Belt
San Jose State University – Part-Time Graduate Faculty
Global Product Approval Consultant and Author. BSI & SGS Trainer
Director at Abbott Medical Devices & AstraZeneca
Tenured Full Professor, Chairman; Fellow, Am. Heart Association
Industry Rep – FDA Advisory Cmte.; Ad Board TEAM-PRRC
Clinical, Regulatory, and Quality (Clin Eval, Trials)
Person Responsible for Regulatory Compliance
ISO 13485 Lead Auditor (GAPs, Audits, Linkages)
Systematic Reviews & Meta-Analysis

BS Pharm, Pharm.D., Un of Tex
Residency, Hos of Un Penn
Fellowship, Un of Tenn
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Courses include:
EU MDR – Regulation, Auditor
ISO 13485 – Regulation, Lead Auditor
ISO 19011 – Auditing Mgmt. Systems
ISO 14971 – Risk Mgmt.
MDSAP – 5 Countries, Single Audit
ISO 9000 & 9001 – QMS 
ISO 14001 – Environment Mgmt. System
ISO 45001 – OHS Mgmt. System
ISO 50001 – Energy Mgmt. System
ISO 75025 – Competency of Testing 
  and Calibration Testing
21CFR820 + ISO13485

Notified Bodies: 
BSI
SGS
TÜV SÜD
DEKRA
DNV GL (Presafe Norway)
GMED
MEDCERT
NSAI

Geographic Areas
Australia TGA
Brazil ANVISA
China NMPA
EU/EMA
S Korea Min of
  Food & Drug 
  Safety
Health Canada
Hong Kong
Japan PMDA
India CDSCO
Malaysia
Mexico COFEPRIS
Saudi FDA
TAIWAN FDA
Thailand FDA
UK MHRA
US FDA
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More patient-
level data
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ISO 14971:2019 
How To View This Presentation
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This presentation can be viewed through 4 lenses
1. Regulators and Notified Bodies
2. Manufacturers
3. Patients
4. Healthcare Professionals

ISO 14971:2019 
EN ISO 14971:2019*
EN ISO 14971:2019+A11:2021

*EN Annexes for the  EU were decoupled once Harmonized with EU MDR
ISO 14971:2019 = EN ISO 14971:2019 Now
EN ISO 14971:2019+A11:2021 is the EU MDR Harmonized Version Now



ISO 14971:2019 – 
Through the Eyes 
of a Regulator

How can I leverage ISO 14971:2019 to ensure medical 
devices are de-risked? 

5

1. Set clear expectations
2. Ask open-ended questions
3. Review the objective evidence
4. Assess and analyze the evidence

An Excel Spreadsheet Will Be Provided as a Tool
With Cases Being Reviewed During the Workshop  
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An Excel Spreadsheet Will Be Provided as a Tool (10 Clauses and Sub-Clauses)
With Cases Being Reviewed During the Workshop  
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BS EN ISO 14971:2019 + A11:2021 (Harmonized to EU MDR) and ISO/TR 24971:2020 (2nd Edition) 

ISO 14971:2019 Medical Devices
Application of Risk Management to Medical Devices

4.0 General Requirements for Risk Management System

5.0 Risk Analysis
5.1 Risk Analysis Process
5.2 Intended Use and Reasonably 
Foreseeable Misuse
5.3 Identification of Characteristics 
Related to Safety
5.4 Identification of Hazards and 
Hazardous Situations
5.5 Risk Estimation

6.0 Risk Evaluation

10. Production and Post-Production Activities
10.1 General
10.2 Information Review
10.3 Information Review
10.4 Actions

7.0 Risk Control

7.1 Risk Control Option Analysis
7.2 Implementation of Risk Control Measures
7.3 Residual Risk Evaluation
7.4 Benefit-Risk Analysis
7.5 Risks Arising from Risk Control Measures
7.6 Completeness of Risk Control

8.0 Evaluation of Overall Residual 
Risk

9.0 Risk Management Review
ISO 14971
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4.1 Risk Management Process
4.2 Management Responsibilities
4.3 Competency of Personnel
4.4 Risk Management Plan
4.5 Risk Management File

START HERE



ISO 14971:2019 Article 4 
Risk Control

4.1 Risk Management Process
4.2 Management Responsibilities
4.3 Competence of Personnel
4.4 Risk Management Plan
4.5 Risk Management File
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ISO 14971:2019 Article 4
General Requirements for Risk Management Systems
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Identify:
Hazards
Hazardous Situation
Harms
Risks
Implement Controls
Monitor Effectiveness



ISO 14971:2019 Article 4 General Requirements
4.1 Risk Management Process

Implementing a Structured (Systematic) 
Risk Management Process (Clause 4.1)
 Practical Insight: By mandating that 

manufacturers follow a structured process 
outlined in Clause 4.1, smaller regulators can 
ensure that risks are (i) identified, (ii) evaluated, 
and (iii) controlled consistently throughout the 
product lifecycle. This process helps prevent 
oversight and encourages a proactive approach 
to risk management.

 1. Empowerment Strategy: This can require 
detailed documentation of each step in the risk 
management process, allowing for thorough 
audits (See EXCEL) and easier identification 
of potential gaps in manufacturers’ risk 
management systems.
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ISO 14971:2019 Article 4 General Requirements
4.2 Management Responsibilities

Ensuring Strong Management 
Responsibilities (Clause 4.2)
Practical Insight: Clause 4.2 highlights the 

critical role of management in risk 
management activities. Regulators can insist 
that manufacturers demonstrate management’s 
commitment by (i) reviewing their risk 
management activities, (ii) providing necessary 
resources, and (iii) fostering a risk-aware 
culture.

2. Empowerment Strategy: Smaller regulators 
can request regular reports or audits showing 
management’s active involvement, ensuring that 
risk management is not just a checkbox 
exercise but a core component of the 
organization’s strategy.
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ISO 14971:2019 Article 4 General Requirements
4.3 Competence of Personnel

Focusing on Competency of 
Personnel (Clause 4.3)
Practical Insight: Ensuring that personnel 

involved in risk management are 
competent is crucial for the effectiveness 
of the process. Regulators can encourage 
manufacturers to invest in training and 
development to maintain a high level of 
expertise among their staff.
3. Empowerment Strategy: Develop or 

endorse specific training programs or 
certifications in risk management, making 
it easier for manufacturers to comply with 
this requirement and ensuring consistency 
across the industry.
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ISO 14971:2019 Article 4 General Requirements
4.4 Risk Management Plan

Developing and Monitoring a Risk 
Management Plan (Clause 4.4)
Practical Insight: The risk management 

plan is a dynamic document that outlines 
the risk management activities for a 
medical device. Regulators can require that 
this plan is continuously updated and 
reflects the current understanding of the 
device’s risks.
4. Empowerment Strategy: Smaller 

regulators can review risk management 
plans as part of the device approval process 
and mandate periodic updates to the plan, 
ensuring that it evolves with the product 
and any new risks identified.

13APEC and USC Mann “Aligning Medical Device Regulation to Optimize Risk Management” 15-16 SEPT 2024



ISO 14971:2019 Article 4 General Requirements
4.5 Risk Management File

Maintaining a Comprehensive Risk 
Management File (Clause 4.5)
Practical Insight: The risk management file 

serves as a repository for all documents and 
records related to the risk management process. 
Regulators can use this file as a primary source 
of evidence during audits or inspections to 
assess compliance.

5. Empowerment Strategy: Smaller regulatory 
bodies can standardize the format or content of 
the risk management file to streamline the 
review process and make it easier to identify 
key information, ensuring that even with limited 
resources, they can effectively assess the 
manufacturer's risk management practices.
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ISO 14971:2019 Article 5 
Risk Analysis

5.1 Risk Analysis Process
5.2 Intended Use and Reasonably 
Foreseeable Misuse
5.3 Identification of Characteristics 
Related Safety
5.4 Identification of Hazards and 
Hazardous Situations
5.5 Risk Estimation
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ISO 14971:2019 Article 5 Risk Analysis
5.1 Risk Analysis Process

Establishing a Rigorous Risk Analysis 
Process (Clause 5.1)
Practical Insight: Clause 5.1 emphasizes the 

need for a thorough and systematic risk analysis 
process. Regulators can require manufacturers 
to follow a detailed and transparent risk analysis 
process, ensuring that all potential risks are 
identified and assessed before the device is 
marketed.

6. Empowerment Strategy: Smaller regulatory 
bodies can develop a checklist or template that 
manufacturers must complete during the risk 
analysis phase, ensuring consistency and 
comprehensiveness in the identification and 
evaluation of risks.
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ISO 14971:2019 Article 5 Risk Analysis
5.2 Intended Use and Reasonably Foreseeable Misuse

Assessing Intended Use and Reasonably 
Foreseeable Misuse (Clause 5.2)
Practical Insight: Understanding the intended use 

and potential misuse of a device is critical in 
anticipating how risks might manifest in real-world 
scenarios. Regulators can require manufacturers to 
clearly define and document both the intended use 
and any foreseeable misuse of the device, including 
how these scenarios were considered during risk 
analysis.

 7. Empowerment Strategy: Smaller regulators can 
request case studies or examples from 
manufacturers showing how similar devices have 
been misused in the past, using this information to 
assess the thoroughness of the risk analysis. This 
helps smaller regulatory bodies leverage existing 
data to ensure comprehensive risk assessment.
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ISO 14971:2019 Article 5 Risk Analysis
5.3 Identification of Characteristics Related to Safety

Identifying Characteristics Related to Safety 
(Clause 5.3)
Practical Insight: Clause 5.3 focuses on 

identifying specific characteristics of the device 
that are related to safety. Regulators can require 
manufacturers to list these characteristics 
explicitly and explain how each one was 
addressed in the risk management process.

8. Empowerment Strategy: Smaller regulatory 
bodies can develop guidelines or tools to help 
manufacturers systematically identify safety-
related characteristics, ensuring that even those 
with limited experience can thoroughly evaluate 
the device's safety features.
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ISO 14971:2019 Article 5 Risk Analysis
5.4 Identification of Hazards and Hazards Situations

Identifying Characteristics Related to Safety 
(Clause 5.4)
Practical Insight: Identifying all possible 

hazards and hazardous situations is a key step 
in preventing harm. Regulators can require 
manufacturers to conduct comprehensive 
hazard identification, ensuring that all 
potential sources of harm are considered, 
including those that may be less obvious.

 9. Empowerment Strategy: Smaller 
regulators can encourage or mandate the use 
of specific hazard identification techniques 
(e.g., Failure Modes and Effects Analysis, or 
Fault Tree Analysis) to ensure thoroughness. 
This can be particularly useful for smaller 
regulatory bodies that may not have the 
resources to develop their own hazard 
identification frameworks.
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ISO 14971:2019 Article 5 Risk Analysis
5.5 Risk Estimation

Ensuring Accurate Risk Estimation 
(Clause 5.5)
Practical Insight: Risk estimation involves 

evaluating the probability and severity of harm 
for each identified hazard. Regulators can require 
that manufacturers provide clear and well-
documented justifications for their risk estimates, 
ensuring that these estimates are based on solid 
data and reasonable assumptions.

10. Empowerment Strategy: Smaller regulatory 
bodies can standardize the risk estimation process 
by providing guidelines on acceptable methods 
for estimating risk, such as using predefined 
scales for probability and severity. This approach 
can help ensure consistency and reliability in risk 
estimations across different manufacturers.
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ISO 14971:2019 
Article 6  

Risk Evaluation
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ISO 14971:2019 Article 6 Risk Evaluation
(Short Clause, but Impactful to Regulators)

Reinforcing the Need for Manufacturer-Defined Risk 
Acceptability Criteria
(Clause 6.0)
 Practical Insight: ISO 14971:2019 requires 

manufacturers to define their criteria for risk acceptability 
based on their internal policies, as stated in the risk 
management plan. Regulators can ensure that 
manufacturers clearly document these criteria, which 
serve as the benchmark for evaluating whether a risk is 
acceptable.

 11. Empowerment Strategy: Smaller regulatory bodies 
can develop or endorse guidelines that help manufacturers 
establish appropriate risk acceptability criteria. This can 
ensure that even smaller or less experienced 
manufacturers have a clear understanding of what 
constitutes an acceptable level of risk tailored to the 
specific needs of their region.
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ISO 14971:2019 Article 6 Risk Evaluation
(Short Clause, but Impactful to Regulators)

Thoroughly Documenting the Risk Evaluation 
Process
(Clause 6.0)
Practical Insight: ISO 14971:2019 emphasizes the 

importance of documenting the risk evaluation 
process, including whether the criteria for risk 
acceptability have been met. Regulators can require 
manufacturers to maintain comprehensive records of 
this evaluation, ensuring that the decision-making 
process is transparent and traceable.

 12. Empowerment Strategy: Smaller regulatory 
bodies can provide a standardized template or 
checklist for documenting risk evaluations. This 
ensures that manufacturers consistently and 
thoroughly record their risk evaluations, making it 
easier for regulators to review and understand the 
basis for the manufacturer's decisions.
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ISO 14971:2019 Article 6 Risk Evaluation
(Short Clause, but Impactful to Regulators)

Leveraging Annex C for Enhanced 
Understanding and Consistency
(Clause 6.0)
Practical Insight: Annex C of ISO 

14971:2019 provides additional guidance and 
examples on applying risk acceptability 
criteria during risk evaluation. Regulators can 
encourage manufacturers to refer to this 
annex when conducting their risk evaluations 
to ensure a consistent and well-understood 
approach to assessing risk acceptability.

 13. Empowerment Strategy: Smaller 
regulatory bodies can highlight key points 
from Annex C in their regulatory guidelines 
or training programs, helping manufacturers 
and regulators alike to apply a consistent and 
robust approach to risk evaluation.
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ISO 14971:2019 Article 7  
Risk Control

7.1 Risk Control Option Analysis
7.2 Implementation of Risk Control 
Measures
7.3 Residual Risk Evaluation
7.4 Benefit-Risk Analysis
7.5 Risks Arising from Risk Control 
Measures
7.6 Completeness of Risk Control
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ISO 14971:2019 Article 7 Risk Control
7.1 to 7.6
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Hazard     Hazardous Situation     Harm     Risk (occurrence & severity of harm) 

Potential Source of 
the Harm 

(3.4)

Circumstance in which people, 
Property, or the Environment is/are 
Exposed to One or More Hazards 

(3.5)

Injury or Damage to the Health of People, Or 
Damage to Property, or Environment 

(3.3)

Combination of the Probability of Occurrence of Harm 
and the Severity of that Harm 

(3.18)

Hazard traceability matrix (Risk analysis)



Terminology of Risk Management
Hazard Potential source of harm (Nothing bad has happened yet.) If someone was exposed to this thing could they potentially be harmed? Yes, 

then hazard. Loss of therapy. Wrong therapy. Not dead battery – that is a cause of a hazard.

Hazardous 
Situation

Circumstance in which people, property, or the environment are exposed to one or more hazard(s) (A situation where Harm could 
occur). Is there a hazard present and is there exposure? You have to have both. Use a phrase that describes exposure to hazard(s)

Foreseeable 
Events

Something that could occur due to design issues, manufacturing issues, user misuse. Events that could lead to the patient being 
exposed to the hazard and being harmed.

Harm Injury or damage to the health of people, or damage to property or the environment (Physical Injury must have occurred) Was 
something done to somebody or something? Describe an injury. Burn or infection. Death is not a harm, but a potential consequence of 
a harm.

Risk Combination of the probability of occurrence of harm and the severity of that harm (These two elements are needed to be classified 
as a risk)
“The objectified uncertainty regarding the occurrence of an undesirable event” – Willett 1901 (Probability of sustaining harm in a 
hazardous situation.)

Risk Analysis Systematic use of available information to identify hazards and to estimate the risk

Risk Estimation Process used to assign values to the probability of occurrence of harm and the severity of that harm. Add numbers. What is the 
probability?

Risk Evaluation Process of comparing the estimated risk against given risk criteria to determine the acceptability of the risk. You have to have risk 
acceptance criteria.

Risk Control Process in which decisions are made and measures implemented by which risks are reduced to, or maintained within, specified levels

State-of-the-Art What is currently and generally accepted as good practice
After controls are in place, there should be a continuous evaluation of risk
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Distinctions – Quiz (Refer to Previous Definitions)
1) High voltage in mains power outlets
2) A person touching a live household wire
3) Electrocution resulting in death 0.5% of time
4) Snake venom
5) Snake venom in blood stream
6) A defective cardiac stent in its package
7) A broken cardiac stent that is implanted in a patient
8) A 1% chance of a perforated coronary artery causing 

death
9) A contaminated batch of a device or drug
10) Ingested contaminated drug or implanted

contaminated device

Classify: Hazard                  Hazardous Situation       Harm                   Risk (occurrence and severity of harm) 
Source of the harm Physical Injury

Group Activity During Talk
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Distinctions - Quiz

1) High voltage in mains power outlets – Hazard 
2) A person touching a live household wire – Hazardous 

Situation
3) Electrocution resulting in death 0.5% of the time – Risk  
4) Snake venom – Hazard 
5) Snake venom in blood stream – Hazardous Situation
6) A defective device product in its package – Hazard 
7) A broken medical device that is implanted in a patient – 

Hazard Situation
8) A 1% chance of a perforated coronary artery, septum, or 

valve causing death – Risk 
9) A contaminated batch of a medical device – Hazard 
10) Implanted contaminated device – Hazardous Situation

Classify:

Hazard     Hazardous Situation     Harm         Risk (occurrence & severity of harm) 
Source of the harm Physical Injury
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ISO 14971:2019 Risk Control
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ISO 14971:2019 Article 7 Risk Control
7.1 Risk Control Option Analysis

Risk Control Option Analysis 
(Clause 7.1)
Practical Insight: ISO 14971:2019 requires 

manufacturers to identify and evaluate different risk 
control options to reduce risks to acceptable levels. 
Regulators can require manufacturers to document 
and justify the selection of risk control measures, 
ensuring that the most effective and feasible options 
are chosen.

 14. Empowerment Strategy: Smaller regulatory 
bodies can provide guidance on common risk 
control strategies (e.g., inherent safety by design, 
protective measures, or information for safety) and 
require manufacturers to consider these strategies in 
their analysis. This approach helps ensure that all 
potential risk control options are explored and that 
the most appropriate ones are implemented.
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ISO 14971:2019 Article 7 Risk Control
7.2 Implementation of Risk Control Measures

Implementation of Risk Control Measures 
(Clause 7.2)
Practical Insight: Once risk control measures are 

selected, ISO 14971:2019 mandates that they be 
implemented and verified for effectiveness. 
Regulators can require manufacturers to provide 
evidence of the successful implementation and 
verification of these measures, ensuring that the 
controls are not only planned but also effectively 
executed.

 15. Empowerment Strategy: Smaller regulatory 
bodies can provide guidance on common risk 
control strategies (e.g., inherent safety by design, 
protective measures, or information for safety) and 
require manufacturers to consider these strategies in 
their analysis. This approach helps ensure that all 
potential risk control options are explored and that 
the most appropriate ones are implemented.
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ISO 14971:2019 Article 7 Risk Control
7.3 Residual Risk Evaluation

Residual Risk Evaluation 
(Clause 7.3)
Practical Insight: After implementing risk control 

measures, manufacturers must evaluate any 
remaining (residual) risks. ISO 14971:2019 requires 
that these residual risks be compared to the 
predefined risk acceptability criteria. Regulators 
can ensure that manufacturers provide a clear and 
documented evaluation of residual risks, including 
an assessment of whether these risks are acceptable.

 16. Empowerment Strategy: Smaller regulatory 
bodies can develop standardized tools or templates 
for residual risk evaluation, making it easier for 
manufacturers to document and regulators to assess 
the remaining risks. This helps ensure that residual 
risks are properly evaluated and managed.
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ISO 14971:2019 Article 7 Risk Control
7.4 Benefit-Risk Evaluation

Benefit-Risk Analysis
(Clause 7.4)
Practical Insight: In cases where residual risks 

exceed the predefined acceptability criteria, ISO 
14971:2019 requires a benefit-risk analysis to 
determine if the benefits of the device outweigh 
the residual risks. Regulators can require 
manufacturers to conduct and document a 
thorough benefit-risk analysis, particularly for 
high-risk devices.

17. Empowerment Strategy: Smaller regulatory 
bodies can provide guidelines on conducting 
benefit-risk analyses, including examples of 
factors to consider (e.g., clinical benefits, severity 
of the disease, availability of alternative 
treatments). This helps ensure that benefit-risk 
decisions are well-founded and transparent.
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ISO 14971:2019 Article 7 Risk Control
7.5 Risks Arising from Risk Control Measures

Risks Arising from Risk Control Measures 
(Clause 7.5)
 Practical Insight: Implementing risk control 

measures can sometimes introduce new risks. 
ISO 14971:2019 requires manufacturers to 
identify and evaluate any new risks that arise from 
the implementation of risk controls. Regulators 
can ensure that manufacturers document these 
new risks and assess their impact on the overall 
risk profile of the device.

 18. Empowerment Strategy: Smaller regulatory 
bodies can require manufacturers to update their 
risk management files with any new risks 
identified during the implementation of risk 
control measures. This ensures that all risks, 
including those introduced by the controls 
themselves, are identified and managed 
appropriately.
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ISO 14971:2019 Article 7 Risk Control
7.6 Risks Completeness of Risk Control

Completeness of Risk Control 
(Clause 7.6)
 Practical Insight: ISO 14971:2019 mandates 

that manufacturers assess the completeness of 
their risk control measures to ensure that all 
identified risks have been addressed. Regulators 
can require manufacturers to provide a summary 
report or a checklist confirming that all risks 
have been controlled to the extent possible.

 19. Empowerment Strategy: Smaller 
regulatory bodies can develop or recommend a 
standardized checklist for assessing the 
completeness of risk control measures. This tool 
can help manufacturers systematically verify that 
all identified risks have been addressed and 
provide regulators with a clear overview of the 
risk control process.
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ISO 14971:2019 Article 8  
Evaluation of Overall 

Residual Risk
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ISO 14971:2019 Article 8.0  Evaluation of Overall Residual Risk
Another Small Clause with Huge Implications

Requiring a Comprehensive Evaluation of Overall 
Residual Risk
(Clause 8.0)
Practical Insight: ISO 14971:2019 mandates that 

manufacturers evaluate the overall residual risk after 
implementing all risk control measures, considering all 
residual risks collectively. Regulators can require 
manufacturers to provide a detailed and documented 
assessment of the overall residual risk, ensuring that 
this evaluation is thorough and considers the 
cumulative impact of all identified risks.

 20. Empowerment Strategy: Smaller regulatory 
bodies can request that manufacturers use a structured 
approach, such as a risk matrix or other quantitative 
methods, to evaluate the overall residual risk. This 
helps ensure consistency in the evaluation process and 
makes it easier for regulators to review and understand 
the manufacturer’s decision-making.
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ISO 14971:2019 Article 8.0  Evaluation of Overall Residual Risk
Another Small Clause with Huge Implications

Ensuring the Use of Predefined Acceptability 
Criteria
(Clause 8.0)
Practical Insight: The evaluation of overall residual 

risk must be done using the criteria for acceptability 
defined in the risk management plan. Regulators can 
ensure that these criteria are clearly documented and 
were applied appropriately during the evaluation 
process.

21. Empowerment Strategy: Smaller regulatory 
bodies can develop or endorse predefined risk 
acceptability criteria specific to their region or the 
types of devices being regulated. This approach 
helps standardize the evaluation process and ensures 
that all manufacturers are held to the same standards 
of risk acceptability.
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ISO 14971:2019 Article 8.0  Evaluation of Overall Residual Risk
Another Small Clause with Huge Implications

Mandating Disclosure of Significant Residual 
Risks 
(Clause 8.0)
Practical Insight: If the overall residual risk is 

deemed acceptable, ISO 14971:2019 requires that 
significant residual risks be disclosed to users. 
Regulators can require manufacturers to provide 
clear, accessible information about these risks in the 
device’s accompanying documentation, ensuring that 
users are fully informed of any potential dangers.

22. Empowerment Strategy: Smaller regulatory 
bodies can provide guidelines or templates for 
disclosing significant residual risks. This ensures that 
the information is communicated effectively and 
consistently, making it easier for users to understand 
the risks associated with the device.
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ISO 14971:2019 Article 8.0  Evaluation of Overall Residual Risk
Another Small Clause with Huge Implications

Requiring Thorough Documentation and Inspection
(Clause 8.0)
Practical Insight: The results of the overall residual 

risk evaluation must be recorded in the risk 
management file, and regulators are responsible for 
inspecting this documentation. Smaller regulatory 
bodies can ensure that manufacturers maintain 
comprehensive records of their risk evaluations and 
make these documents readily available for inspection.

 23. Empowerment Strategy: Smaller regulatory 
bodies can use standardized inspection checklists to 
ensure that all necessary documentation is present and 
that the overall residual risk evaluation has been 
conducted according to ISO 14971:2019 requirements. 
This helps streamline the inspection process and 
ensures thorough oversight.
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ISO 14971:2019 Article 8.0  Evaluation of Overall Residual Risk
Another Small Clause with Huge Implications

Leveraging Guidance from ISO/TR 24971
(Clause 8.0)
Practical Insight: ISO 14971 references ISO/TR 

24971 for additional guidance on evaluating overall 
residual risk and disclosing residual risks. Regulators 
can encourage manufacturers to consult this 
guidance to enhance their risk evaluation processes.

24. Empowerment Strategy: Smaller regulatory 
bodies can highlight key sections of ISO/TR 24971 
in their training programs or regulatory guidelines, 
providing manufacturers with additional resources to 
improve their risk management practices and 
ensuring consistency in how overall residual risk is 
evaluated and communicated.
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ISO 14971:2019 Article 9  
Risk Management 

Review
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ISO 14971:2019 Article 9.0  Risk Management Review

Ensuring Comprehensive Execution of the Risk 
Management Plan
(Clause 9.0)
Practical Insight: ISO 14971:2019 mandates that 

before a medical device is released for commercial 
distribution, the manufacturer must review the 
execution of the risk management plan to ensure it has 
been properly implemented. Regulators can require 
manufacturers to provide evidence that all aspects of 
the risk management plan were carried out as intended, 
including risk analysis, control, and evaluation.

 25. Empowerment Strategy: Smaller regulatory 
bodies can develop a checklist or template that 
manufacturers must complete to demonstrate that each 
element of the risk management plan has been 
addressed. This ensures a thorough review and provides 
a clear framework for regulators to verify compliance.
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ISO 14971:2019 Article 9.0  Risk Management Review

Ensuring Systems are in Place for Production and 
Postproduction Monitoring
(Clause 9.0)
Practical Insight: Clause 9.0 requires manufacturers to 

confirm that appropriate methods are in place to collect 
and review information during the production and 
postproduction phases. Regulators can ensure that 
manufacturers have established robust systems for 
ongoing monitoring of the device’s safety and 
performance after it enters the market.

 26. Empowerment Strategy: Smaller regulatory 
bodies can require manufacturers to provide a detailed 
plan for production and postproduction monitoring, 
including how data will be collected, analyzed, and 
used to inform future risk management activities. This 
ensures that potential risks are continually monitored 
and managed throughout the product’s lifecycle.
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ISO 14971:2019 Article 9.0  Risk Management Review

Requiring a Risk Management Report
(Clause 9.0)
Practical Insight: The results of the risk 

management review must be documented in a risk 
management report and included in the risk 
management file. Regulators can ensure that this 
report is comprehensive, detailing the 
implementation of the risk management plan, the 
evaluation of overall residual risk, and the methods 
in place for post-market monitoring.

27. Empowerment Strategy: Smaller regulatory 
bodies can provide a standardized report format or 
checklist to ensure that manufacturers include all 
necessary information in the risk management report. 
This helps regulators quickly verify that the review 
has been conducted thoroughly and that all required 
elements have been addressed.
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ISO 14971:2019 Article 9.0  Risk Management Review

Assigning Responsibility for Risk Management 
Review
(Clause 9.0)
Practical Insight: The responsibility for conducting 

the risk management review must be assigned to 
individuals with the appropriate authority, as defined in 
the risk management plan. Regulators can ensure that 
the designated individuals have the necessary expertise 
and authority to conduct a meaningful review.

 28. Empowerment Strategy: Smaller regulatory 
bodies can require manufacturers to provide the 
credentials of the individuals responsible for the risk 
management review, ensuring they have the appropriate 
qualifications and experience. This helps ensure that the 
review is conducted by competent personnel who can 
make informed decisions about the device’s safety.
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ISO 14971:2019 Article 9.0  Risk Management Review

Inspecting the Risk Management File for 
Compliance
(Clause 9.0)
Practical Insight: Compliance with Clause 9.0 is 

verified by inspecting the risk management file, 
which should include the risk management report 
and all related documentation. Regulators can 
conduct detailed inspections of the risk management 
file to ensure that the manufacturer has adhered to all 
requirements of the risk management review.

29. Empowerment Strategy: Smaller regulatory 
bodies can develop a checklist or set of guidelines 
for inspecting the risk management file, ensuring 
that all aspects of the risk management review are 
thoroughly documented and that the file is complete. 
This approach helps regulators efficiently verify 
compliance with ISO 14971:2019.
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ISO 14971:2019 Article 10  
Risk Control

10.1 General
10.2 Information Collection
10.3 Information Review
10.4 Actions
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ISO 14971:2019 Article 10.0  Production and Post-Production 
Activities

Ensuring a Comprehensive Approach to Production and 
Post-Production Risk Management 
(Clause 10.1 General)
 Practical Insight: ISO 14971:2019 requires manufacturers to 

establish and maintain a system for monitoring the safety of 
the medical device during production and post-production 
phases. Regulators can ensure that manufacturers have a 
comprehensive approach to capturing, analyzing, and 
responding to safety-related data throughout the product’s 
lifecycle.

 30. Empowerment Strategy: Smaller regulatory bodies can 
develop or endorse guidelines that outline the essential 
elements of a robust production and post-production 
monitoring system. This could include mandatory reporting 
timelines, types of data to be collected, and methods for 
analyzing and responding to that data. Ensuring that 
manufacturers follow these guidelines helps maintain the 
safety and effectiveness of the device after it has been released 
to the market.
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ISO 14971:2019 Article 10.0  Production and Post-Production 
Activities

Ensuring a Comprehensive Approach to Production and 
Post-Production Risk Management 
(Clause 10.2 Information Collection)
 Practical Insight: Clause 10.2 emphasizes the need for 

manufacturers to collect and review information about the 
medical device’s performance, including any feedback from 
users, complaints, and post-market surveillance data. 
Regulators can ensure that manufacturers have effective 
systems in place to collect and analyze this information 
systematically.

 31. Empowerment Strategy: Smaller regulatory bodies can 
require manufacturers to submit periodic reports detailing the 
information collected during post-production, including data 
from clinical use, user feedback, and adverse event reports. By 
reviewing these reports, regulators can monitor ongoing 
compliance with safety standards and ensure that 
manufacturers are responding appropriately to any emerging 
risks.
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ISO 14971:2019 Article 10.0  Production and Post-Production 
Activities

Mandating Thorough Information Analysis and 
Evaluation 
(Clause 10.3 Information Review)
Practical Insight: After collecting information, 

manufacturers must analyze and evaluate the data to 
determine if any new risks have emerged or if existing 
risks have changed. Regulators can require 
manufacturers to document their analysis processes, 
ensuring that all collected data is systematically 
reviewed for potential safety concerns.

 32. Empowerment Strategy: Smaller regulatory 
bodies can develop or recommend specific analytical 
methods or tools for manufacturers to use when 
reviewing post-production information. This can 
include risk assessment frameworks, trend analysis 
tools, and root cause analysis techniques. Providing 
these resources helps manufacturers identify and 
respond to potential risks effectively.
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ISO 14971:2019 Article 10.0  Production and Post-Production 
Activities

Implementing Corrective and Preventive Actions 
(Clause 10.4 Actions)
 Practical Insight: If the review of post-production 

information reveals new risks or changes in existing risks, 
manufacturers are required to take appropriate actions, which 
may include updating the risk management plan, 
implementing additional risk controls, or modifying the 
device. Regulators can ensure that manufacturers have a clear 
process for determining and implementing corrective and 
preventive actions.

 33. Empowerment Strategy: Smaller regulatory bodies can 
require manufacturers to submit a corrective and preventive 
action (CAPA) plan when new risks are identified during post-
production. This plan should outline the steps the 
manufacturer will take to address the risks, including 
timelines and responsibilities. By reviewing and approving 
these plans, regulators can ensure that manufacturers take 
prompt and effective action to maintain the safety of their 
devices.
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ISO 14971:2019 Article 10.0  Production and Post-Production 
Activities

Ensuring Effective Communication and 
Documentation
(Clause 10 Throughout)
Practical Insight: Throughout Clause 10.0, effective 

communication and thorough documentation are 
emphasized. Regulators can require manufacturers to 
maintain detailed records of all production and post-
production activities, including the collection, analysis, 
and response to information. This documentation 
should be readily available for regulatory review.

 34. Empowerment Strategy: Smaller regulatory 
bodies can provide a standardized format or checklist 
for documenting production and post-production 
activities. This not only helps manufacturers ensure 
compliance with ISO 14971:2019 but also makes it 
easier for regulators to review and audit these activities, 
ensuring that all necessary steps have been taken to 
manage risks throughout the device’s lifecycle.
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Risk Management
(ISO 14971:2019)
December 2019

• Myth #1 – We don’t need a Risk Management Plan 
because we have an SOP in place
At the product level, EVERY product needs a plan.
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Risk Management
(ISO 14971:2019)
December 2019

• Myth #2 – There is no Technical Report that can be used 
for training purposes
Yes, there is.
 ISO/TR 24971:2020 (June) Second Edition.

56APEC and USC Mann “Aligning Medical Device Regulation to Optimize Risk Management” 15-16 SEPT 2024



There is Little 
Information in ISO 
14971 that can 
Assist Regulators

• Myth #3 – There is Little Information in ISO 14971 that 
can Assist Regulators
Yes, there is. You have just been shown 34 Empowering 

Strategies.
Plus, the Excel file is another useful tool.
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Postmarket Risk Management Process
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Risk Management

Bridging-Consulting.com 4

Risk Management: 
“systematic application of  
management policies, procedures 
and practices to the tasks of 
analysing, evaluating, controlling 
and monitoring risk.” 
(ISO 14971:2019)

Throughout Total Product Lifecycle



Risk Management Process
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Postmarket Surveillance
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Postmarket Surveillance
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Adverse Event Reporting
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Correct Actions & Preventive Actions (CAPAs)
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Change Management
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Change management process: 
1. Understand the proposed change
2. Conduct an impact assessment (including risk assessment)
3. Develop the change
4. Perform verification and/or validation testing
5. Conduct regulatory assessment & make an FDA submission when required
6. Implement the change
7. Monitor the performance

Continuous Improvement
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 Planning
– Postmarket surveillance plan 
– Postmarket risk management plan 
– Postmarket cybersecurity management plan

 Data Collection
– Patient registry
– Literature search
– Social media
– Complaint handling system
– Backend software analytics

 Reporting
– Adverse event & product malfunction reporting system
– Periodic safety update report (PSUR)
– Postmarket clinical follow-up (PMCF)
– PMA annual report
– Post-approval study report
– Recall report (FDA 806 report)

Unique for Postmarket
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 Trending
– Trend analysis
– Statistical tools, e.g., statistical process control (SPC)
– CAPA

 Actions
– Health hazard evaluation (HHE)
– Field safety notification, product removal, etc. 
– Other risk communication tool, e.g., customer newsletters, product 

labeling updates
– Risk management file maintenance & update, clinical evaluation 

report (CER) updates
– Unique device identification (UDI) database

Unique for Postmarket (cont.)
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Summary
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 Effective postmarket risk management involves a suite of 
processes and tools to monitor, analyze, and address risks 
throughout product lifecycle
 Key processes and tools include: 

– Planning: PMS plan, postmarket RMP, etc.
– Data collection (including complaint handling): monitoring tools
– Regulatory reporting: reportability evaluation and communication tools
– CAPA: statistical trending tools, field communication tools
– Continuous improvement: risk management and change management 

tools

 These processes/tools are critical for maintaining patient safety, 
regulatory compliance, and fostering continuous improvement

Postmarket Risk Management Processes and Tools
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How  Au d it s  a n d  t h e  MDSAP
p rogra m  su p p or t  QMS 
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Me d ica l De vice  Sin gle  Au d it  Progra m  (MDSAP)

The  MDSAP program  uses ISO 13485:2016 as the  p rim ary standard , bu t 
a lso  includes specific requ irem ents for each  participa ting coun try.

• Five  coun trie s: Austra lia , Brazil, 
Canada , Japan , and  the  United  
Sta tes.

• Launched  by the  In te rna tiona l 
Medica l Device  Regula tors Forum  
(IMDRF) in  2014 as a  p ilo t p rogram , 
sa tisfying the  requ irem ents of the  
p ilo t p rogram  in  Decem ber 2016.
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MDSAP, Com p e t e n t  Au d it o r s  a n d  QMS
• The  MDSAP to  a llow com p e t e n t  a u d it o r s  from  MDSAP recognized  

Auditing Organ iza tions (AOs) to  conduct a  single  aud it of a  m edica l 
device  organ iza tion’s q u a lit y m a n a ge m e n t  sys t e m tha t will sa tisfy the  
requ irem ents of the  m edica l device  Regula tory Authoritie s (RAs) 
participa ting in  the  MDSAP program . 

• The  MDSAP provides a  ce rtifica tion  tha t a llows a  m edica l device  
m anufactu re r ’s QMS to  be  aud ited  using a  single  aud it.

• FDA accep ts MDSAP aud it reports as a  substitu te  for rou tine  Agency 
inspections.
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Au d it in g Orga n iza t ion  Ava ila b ilit y t o  Con d u ct  
MDSAP Au d it s  a n d  t h e  MDSAP Ce r t ifica t ion
• https://www.fda .gov/m edica l-devices/m edica l-device -single -aud it-

p rogram -m dsap /aud iting-organ iza tion-ava ilab ility-conduct-m dsap-aud its
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Re gu la t o ry Re q u ire m e n t s
• United  Sta te s

• 21 CFR 820* Quality System  Regula tion
• 21 CFR 803  Medica l Device  Reporting
• 21 CFR 806 Reports of Corrections and  Rem ovals
• 21 CFR 807 Estab lishm ent Registra tion  And Device  Listing   

For Subparts A to  D Manufactu re rs And In itia l 
Im porte rs Of Devices

• 21 CFR 821 (where  applicab le ) Medica l Device  Tracking 
Requirem ents

• https://www.fda .gov/m edica l-devices/m edica l-device -single -audit-
program -m dsap/m dsap-au-p0026-ce rtifica te -docum en t-
requ irem ents

https://www.fda.gov/medical-devices/medical-device-single-audit-program-mdsap/mdsap-au-p0026-certificate-document-requirements
https://www.fda.gov/medical-devices/medical-device-single-audit-program-mdsap/mdsap-au-p0026-certificate-document-requirements
https://www.fda.gov/medical-devices/medical-device-single-audit-program-mdsap/mdsap-au-p0026-certificate-document-requirements
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MDSAP Au d it  Se q u e n ce
• Managem ent 
• Measurem ent, Analysis and  Im provem ent 
• Design  and  Deve lopm ent 
• Production  and  Service  Controls 
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MDSAP Th re e -Ye a r  Au d it  Cycle
• An in itia l aud it,
• Surve illance  aud it in  year one
• Surve illance  aud it in  year two
• Re-aud it in  year th ree

https://blog.sierralabs.com/medical-device-single-audit-program-mdsap-explained



Department of Regulatory and Quality Sciences
DK Kim International Center for Regulatory Science

FDA Fin a lize s  Ru le  In co rp ora t in g ISO 13485 in t o  Ne w  
Qu a lit y Ma n a ge m e n t  Sys t e m  Re gu la t ion  (QMSR)

• On January 31, 2024 

• The  FDA issued  a  fina l ru le  am ending the  device  curren t good  m anufacturing practice  
(CGMP) requirem ents of the  Quality System  (QS) Regula tion  under 21 CFR 820
• To a lign  m ore  close ly with  the  in te rna tiona l consensus standard  for Quality 

Managem ent System s for m edica l devices used  by m any othe r regula tory 
au thoritie s a round the  world .

• This ru le  am ends 21 CFR 820 by incorpora ting by re fe rence  the  qua lity m anagem ent 
system  requirem ents of ISO 13485:2016
• The  in te rna tiona l standard  specific for m edica l device  qua lity m anagem ent system s 

se t by the  In te rna tiona l Organiza tion  for Standard iza tion  (ISO)
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Discu ss ion  Qu e s t ion s
• What is your experience  with  the  MDSAP?

• Are  you  involved  as a  regu la tor, m anufactu re r, or consu ltan t?
• Do you  agree  tha t MDSAP indeed  offe rs benefits? Such  as reduced  

regu la tory burden? Im proved  aud it qua lity?
• Do you  agree  tha t MDSAP aud it reports a re  sen t to  a ll participa ting 

m em bers?
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Risk Management Process
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Overview of Risk Management for IVDs

• Manufacturers should establish processes for risk 
management (RM) of IVDs in accordance with:
• ISO 14971:2019
• Applicable regulations
‒ Local regulations
‒ Regulations of jurisdictions targeted for commercial 

distribution (e.g., EU IVDR)
• Guidance for establishing, implementing, and 

maintaining a RM process is provided in ISO/TR 
24971:2020
• Specific guidance for IVDs is provided in Annex H
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Risk Management Process (ISO 14971)

ISO 14971:2019, Figure 1 — A schematic representation of the risk management process

The overall RM process remains 
the same for IVDs, but parts of the 
process are carried out differently 

for IVDs.
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In Vitro Diagnostics 
Overview
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In Vitro Diagnostic (IVD) Medical Device Definition

• Note 1: IVD medical devices include reagents, calibrators, control materials, 
specimen receptacles, software, and related instruments or apparatus or other 
articles and are used, for example, for the following test purposes: diagnosis, aid to 
diagnosis, screening, monitoring, predisposition, prognosis, prediction, 
determination of physiological status.

• Note 2: In some jurisdictions, certain IVD medical devices may be covered by other 
regulations.

‘In Vitro Diagnostic (IVD) medical device’ 
means a medical device, whether used 

alone or in combination, intended by the 
manufacturer for the in-vitro 

examination of specimens derived from 
the human body solely or principally to 

provide information for diagnostic, 
monitoring or compatibility purposes.

• Note: Some jurisdictions include ‘accessories to a medical device’ and ‘accessories 
to an IVD medical device’ within their definitions of ‘medical device’ or ‘IVD medical 
device’, respectively. Other jurisdictions do not adopt this approach but still subject 
an accessory to the regulatory controls (e.g. classification, conformity assessment, 
quality management system requirements etc.) that apply to medical devices or IVD 
medical devices.

‘Accessory to an IVD medical device’ 
means an article intended specifically by 

its manufacturer to be used together 
with a particular IVD medical device to 

enable or assist that device to be used in 
accordance with its intended use.

GHTF/SG1/N071:2012 Definition of the Terms ‘Medical Device’ and ‘In Vitro Diagnostic (IVD) Medical Device’

Do not forget that standalone software can 
be an IVD medical device!

Covid test icons set. isometric set of covid test vector icons for web design isolated on white background

Test result icons set. cartoon set of test result vector icons for web 
design

https://www.freepik.com/premium-vector/covid-test-icons-set-isometric-set-covid-test-vector-icons-web-design-isolated-white-background_18419967.htm#query=lab%20test%20kit%20icon&position=43&from_view=search
https://www.freepik.com/premium-vector/test-result-icons-set-cartoon-set-test-result-vector-icons-web-design_17518063.htm#query=lab%20test%20kit%20icon&position=44&from_view=search
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IVDs are In Vitro
• Most IVDs do not come into contact with patients
• This session will consider all IVDs as in vitro
• Where IVDs include invasive components, these should be 

assessed for risks similar to invasive non-IVD medical 
devices

• IVDs present indirect risks to patients
• Incorrect test results
• Delayed test results

• IVDs can present direct risks to other stakeholders
• Biohazard risks (handling IVD reagents)
• Electromechanical risks (interacting with IVD instruments)

In vitro exceptions may include:
• Specimen collection devices
• Point of care (POC) tests
• Near-patient tests (NPT)
• Self tests
• Home or over-the-counter (OTC) 

tests

Test result icons set. isometric set of test result vector icons for web design isolated on white background

Covid test icons set. isometric set of covid test vector icons for web design isolated on white background

Covid test icons set. isometric set of covid test vector icons for web design isolated on white background

Laboratory equipment glassware set

https://www.freepik.com/premium-vector/test-result-icons-set-isometric-set-test-result-vector-icons-web-design-isolated-white-background_18601054.htm#query=lab%20test%20kit%20icon&position=42&from_view=search
https://www.freepik.com/premium-vector/covid-test-icons-set-isometric-set-covid-test-vector-icons-web-design-isolated-white-background_18419967.htm#query=lab%20test%20kit%20icon&position=43&from_view=search
https://www.freepik.com/premium-vector/covid-test-icons-set-isometric-set-covid-test-vector-icons-web-design-isolated-white-background_18419967.htm#query=lab%20test%20kit%20icon&position=43&from_view=search
https://www.freepik.com/premium-vector/laboratory-equipment-glassware-set_17345955.htm#query=lab%20test%20kit%20icon&position=45&from_view=search
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IVD Stakeholders

• Produce & assemble devices

Manufacturing operators

• Install & maintain devices that are equipment or software

Service operators

• Perform the tests

Laboratory operators

• Order tests, receive & interpret test results to inform patient management

Clinicians

• Receive or do not receive therapy from their clinician based on the test results

Patients

Each stakeholder and 
their interface with the 

IVD should be 
considered when 

assessing risk

Any of these stakeholders could face hazardous situations that if not controlled, could lead to harm

ISO 14971, Annex H 
focuses on two usersAnalytical User

Clinical User

Analytical and/or Clinical User for Self or Home Tests
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Known and Foreseeable 
Hazards and Hazardous 

Situations for IVDs
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Known and Foreseeable Hazards and Hazardous 
Situations for General Medical Devices
• Clinicians and patients do not typically 

interact physically with IVDs 
• Exceptions to this include POC, NPT, self and 

home tests
• ISO 14971:2019, Annex C, Table C.1 

provides examples of known and 
foreseeable hazards that typically 
apply to non-IVD devices
• These may still apply to IVDs, but direct impact

is toward manufacturing, service, and/or lab 
operators.

• These hazards can indirectly impact patients
as part of the sequence of events (hazardous 
situation) leading to an IVD hazard.

Known or 
Foreseeable 

Hazards & 
Hazardous 
Situations

Energy 
hazards 

(electric, 
mechanical)

Energy 
hazards 

(radiation, 
thermal)

Biological 
hazards

Chemical 
hazards

Additional 
performance 

related 
hazards

Information 
security
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Known and Foreseeable Hazards to Patients

ISO/TR 24971:2020, Annex H, section H2.3

Incorrect examination result

• False positive or negative

• False increased or decreased value

Delayed examination result

• May impact time-critical patient management

Incorrect information accompanying result

• May impact results interpretation & use by clinician

Test result icons set. cartoon set of test result vector icons for web design

Inappropriate 
medical intervention 

that can result in 
harm

Lack of medical 
intervention 
necessary to 
prevent harm

https://www.freepik.com/premium-vector/test-result-icons-set-cartoon-set-test-result-vector-icons-web-design_17518063.htm#query=lab%20test%20kit%20icon&position=44&from_view=search
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Known and Foreseeable Hazardous Situations for IVDs

• Annex H of ISO/TR 24971:2020 lists example hazardous situations 
that could lead to typical IVD patient hazards.

• Manufacturers should review these to determine whether these
may apply to their device.

• For those that apply, manufacturers should:
• Identify the sequence of events that could lead to the situation
• Identify which IVD patient hazard could occur, e.g., incorrect result, delayed 

result, or incorrect information accompanying the result.

ISO/TR 24971:2020, Annex H, section H2.3

• Hazardous situations from fault conditions
• Digital technology failures
• Failures leading to a delay of results when the IVD is used with digital software applications
• Hazardous situations from normal use
• Hazardous situations from use errors, including use errors for POC and self/home tests
• Hazardous situations from reasonably foreseeable misuse, including misuse by patients 

performing self/home tests
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Identify Hazards & Hazardous 
Situations Related to 

Intended Use & Device 
Description for IVDs
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Identify Hazards/ Hazardous Situations Related to Intended Use
& Device Description

• Identify and review the device’s intended use and planned 
configuration to determine possible hazards and hazardous 
situations from use of the device as intended. 

• Consider:
• Intended use statement
• Test workflow
• Device configuration
• Specimen type(s) 
• Analytical use
• Clinical use



Page 16 | Copyright Qserve Group B.V.

Identify IVD Intended Use

• Intended Use/ Purpose - The objective intent of the manufacturer 
regarding the use of a product, process or service as reflected in the 
specifications, instructions and information provided by the 
manufacturer.
• Should be sufficiently detailed to allow appropriate evaluation of the device’s risk 

classification and to help assess the possible risks associated with the device.
What is… Specify…
…being detected or measured?
…the intended function (e.g., screening, monitoring, 

diagnosis or aid to diagnosis, prognosis, 
prediction, or companion diagnostic)

…the specific disorder, condition, or risk factor the 
test is intended to detect, define, or differentiate

…whether or not the test is automated
…whether test is qualitative, semi-quantitative, or quantitative
…who is the intended user?
…the intended patient population
…the intended specimen type
…whether the device is intended for single or multiple use
…for companion diagnostics the associated medicinal product

GHTF/SG1/N77:2012, GHTF/SG5/N6:2012, IMDRF/RPS WG/N13 FINAL:2024 

Intended use 
for legacy 

IVDs may be 
vague

These details will help the manufacturer to identify potential hazards and hazardous situations related to their device.
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Typical IVD Workflow

Collect 
specimen 

from 
patient

Prepare 
specimen 
for testing

Perform 
test

Review 
results

Report 
results to 
clinician

Clinician 
orders test

Patient 
management

Specimen may 
be transported & 

stored
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Workflow Considerations for IVDs

Collect 
specimen 

from 
patient

Prepare 
specimen 
for testing

Perform 
test

Review 
results

Report 
results to 
clinician

Clinician 
orders test

Patient 
management

Specimen may 
be transported & 

stored

• Intended use/ indications 
for use
•Limitations 

(contraindications for use)

•Collection procedure
•Collection device(s)
•Specimen stability

•Pre-analytical steps
•Prepared sample stability
•Reagents & equipment

•Test interpretation
•Medical decision points
•Clinical significance of 

delayed results

•Qualitative/ quantitative
•Automated or manual
•Potential interferents
•Device interfaces
•Operator profile

•Transport packaging
•Transport conditions
•Storage conditions •Clinician result interpretation

•Use in patient management
•Possible actions taken on 

abnormal/ unexpected 
results
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Device Configuration Considerations for IVDs

• Is the device used alone or in combination with other devices?
• Does device consist of or contain software?
• Does software provide diagnostic or treatment recommendations?
• Does software employ artificial intelligence/machine learning?

• Does device require other reagents or equipment not provided by the
manufacturer?

• How are results communicated to clinicians (especially for self/home 
tests)?

• Is device a companion diagnostic (CDx)?
• How is device distributed or put into service?
• How is device packaged to retain its integrity?
• How is device shipped? What are the transport conditions?
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Device Configuration Hazardous Situation Example

What are some possible hazardous situations related to device configuration?
Device BIOFIRE® Blood Culture Identification 2 (BCID2) Panel

Intended use

The BIOFIRE® Blood Culture Identification 2 (BCID2) Panel is a multiplexed nucleic acid test intended for…the simultaneous qualitative 
detection and identification of multiple bacterial and yeast nucleic acids and select genetic determinants associated with antimicrobial 
resistance. The BIOFIRE BCID2 Panel test is performed directly on blood culture samples identified as positive by a continuous 
monitoring blood culture system. Results are intended to be interpreted in conjunction with Gram stain results.

Recall reason Increased risk of false positive Serratia marcescens results when the BIOFIRE BCID2 Panel is used with certain lots of 
BACT/ALERT Culture Bottles

Hazardous 
situation

• Test detects nucleic acid from viable and non-viable organisms alike
• BACT/ALERT Culture Bottles have an increased level of non-viable organism from Serratia marcescens targets
• Patient blood culture identified as positive for a microbe by a continuous monitoring blood culture system
• BCID2 test detects Serratia marcescens (and possible other microbes) from positive blood culture sample
• Lab fails to identify false positive result for Serratia marcescens
• Lab reports false positive result for Serratia marcescens
• Clinician receives false positive result for Serratia marcescens
• Patient is symptomatic for infection
• Clinician accepts incorrect result(s)
• Clinician administers antibiotic based on false positive result for Serratia marcescens which may not be effective for other identified 

microbes from positive blood culture 

Hazard(s) Incorrect examination result (false positive result for bacteria from culture media)

Potential harm Patient infection worsens due to inappropriate or ineffective antibiotic therapy
Patient exposed to unnecessary antibiotic therapy

US Recall Number Z-2456-2024; Recall Event ID 94886
UK MHRA Field Safety Notice FSCA - FIELD SAFETY CORRECTIVE ACTION FA-TWD-000005

IVD relies on combination use with 
blood culture bottle manufactured by 
another vendor. Compatibility should 

be ensured and continually evaluated.

https://www.accessdata.fda.gov/scripts/cdrh/cfdocs/cfRES/res.cfm?id=208596
https://www.hpra.ie/docs/default-source/field-safety-notices/june-2024/crn00fg5m_fsn.pdf?sfvrsn=2
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Specimen Type Considerations for IVDs

• What is the collection procedure and associated collection 
device(s)?
• Does device allow multiple options for collection devices/receptacles?

• Does device allow testing with multiple specimen types?
• How much time is allowed between specimen collection and 

performing the test?
• How will the specimen be stored (duration, conditions) to ensure integrity?

• Will the specimen be transported from one location to another 
before testing?
• What are the anticipated transport duration, method, and conditions?
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Specimen Type Hazardous Situation Example
What are some possible hazardous situations related to specimen type?

Device VITROS Immunodiagnostic Products Folate Reagent Pack 1/2

Intended use
For the quantitative measurement of folate in human serum and plasma (heparin) and whole blood (red cell folate) using
the VITROS ECi/ECiQ/3600 Immunodiagnostic Systems and the VITROS 5600/XT 7600 Integrated Systems, to aid in the
differential diagnosis of anemia.

Recall reason Fibrinogen in patient plasma samples precipitates out of solution upon the addition of folate stabilizer reagent as part of the pre-
treatment process causing the increase in “TM5-4MA” or “TM5-4MB” condition codes which lead to a delay of results.

Hazardous 
situation

• Folate stabilizer reagent within test kit precipitates fibrinogen in plasma samples
• Plasma specimen (instead of serum or whole blood specimen) is ordered for testing folate
• Patient plasma sample contains fibrinogen
• Plasma specimen is used for testing folate
• Fibrinogen in patient plasma specimen precipitates during pre-treatment portion of test procedure
• Analyzer gives specific error codes and does not complete testing
• Lab unable to obtain test result
• Lab notifies clinician of no available result 
• Patient is symptomatic for anemia
• Clinician is unable to evaluate folate as a contributor to anemia

Hazard(s) Delayed examination result (unable to obtain result)

Potential harm Patient anemia worsens due to inability to determine folate contribution to anemia
Patient exposed to inappropriate anemia therapy

US Recall Number Z-2580-2024; Recall Event ID 95020
TGA Recall Reference RC-2024-RN-00604-1

IVD claims ability to be used with 
plasma specimens, but it is not 

compatible with plasma specimens.

https://www.accessdata.fda.gov/scripts/cdrh/cfdocs/cfres/res.cfm?id=209118
https://apps.tga.gov.au/PROD/SARA/arn-detail.aspx?k=RC-2024-RN-00604-1
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Analytical Use Considerations for IVDs
• What is the intended use?
• Analyte/biomarker detected/measured
• Qualitative, semi-quantitative or quantitative result
• Automated or manual test procedure

• Are there pre-analytical steps required?

• Can other substances possibly found in the intended specimen type(s) interfere 
with the test procedure?

• Does the device interface or connect with other devices?
• Who is the intended user (test operator)?
• Is the intended test operator a trained lab professional, non-lab healthcare professional, or lay 

person?
• What qualifications or training is needed?

• What is the use environment?
• E.g., medical laboratories, emergency room, operating room, ambulance, intensive care unit, 

neonatal care unit, nursing home, physician’s office, screening clinics, or the patient’s home?

• Pre-analytical steps
• Pre-analytical use environment

• Prepared sample stability
• Reagents & equipment
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Analytical Use Hazardous Situation Example

What are some possible hazardous situations related to analytical use?

Device Atellica® CH Iron3 (Iron3) impacting: 
Atellica CH Cholesterol_2 (Chol_2), Atellica CH LDL Cholesterol (LDLC), and Atellica CH Triglycerides_2 (Trig_2)

Intended 
use

The Atellica® CH Iron3 (Iron3) assay is for in vitro diagnostic use in the quantitative measurement of iron in human serum and plasma (lithium 
heparin and sodium heparin) using the Atellica® CH Analyzer. Iron measurements are used in the diagnosis and treatment of
diseases such as iron deficiency anemia and other disorders of iron metabolism.
• The Atellica CH Cholesterol_2 (Chol_2) assay - quantitative determination of cholesterol in human serum and plasma for use in the 

diagnosis and treatment of disorders involving excess cholesterol in the blood and in lipid and lipoprotein metabolism disorders.
• The Atellica® CH LDL Cholesterol (LDLC) assay - quantitative determination of LDL cholesterol in human serum and plasma for use in the 

diagnosis and treatment of atherosclerosis.
• The Atellica® CH Triglycerides 2 (Trig_2) assay - quantitative determination of triglycerides in human serum and plasma for use in the 

diagnosis and treatment of patients with diabetes mellitus, nephrosis, liver obstruction, other diseases involving lipid metabolism, or various 
endocrine disorders.

Recall 
reason

The manufacturer confirmed the potential for falsely elevated Chol_2, LDLC, and Trig_2 results on the Atellica® CH and Atellica® CI 
analyzers when the previous result in the cuvette was Iron3. Internal studies demonstrated a positive bias ranging from 2-16%. This issue 
can impact calibrator, quality control (QC), and patient results. All future lots are impacted until further notice. 

Hazardous 
situation

• Atellica CH and Atellica CI analyzers use re-usable test cuvettes as reaction wells for assays performed on tne analyzers.
• Design & use of Atellica CH Iron3 assay on Atellica CH and Atellica CI analyzers appears to leave residual agents that carry-over and interfere 

with other Atellica assays that are not fully removed from test cuvettes with available washing or maintenance routines.
• Patient test for Iron3 is performed on Atellica CH or Atellica CI analyzer.
• Patient test for Chol_2, LDLC, or Trig_2 is performed on Atellica CH or Atellica CI analyzer.
• Analyzer generates falsely increased Chol_2, LDLC, or Trig_2 result.
• Lab fails to detect incorrect result.
• Lab reports falsely increased Chol_2, LDLC, or Trig_2 result.
• Clinician receives incorrect Chol_2, LDLC, or Trig_2 result.
• Patient is asymptomatic for conditions related to Chol_2, LDLC, or Trig_2 intended uses.
• Clinician accepts incorrect result(s) as correct.
• Clinician administers therapy based on incorrect Chol_2, LDLC, or Trig_2 result.

Hazard(s) Incorrect examination result (false increased quantitative test result value)
Potential 
harm Patient exposed to inappropriate therapy

US Recall Number Z-1549-2024; Recall Event ID 94260; MHRA reference: 31565659

IVD introduces substances that carry-
over & interfere with performance of 

other assays from same manufacturer 
used on their analyzers that use re-

usable test cuvettes.

https://www.accessdata.fda.gov/scripts/cdrh/cfdocs/cfRES/res.cfm?start_search=1&event_id=94260
https://mhra-gov.filecamp.com/s/d/dOciNmCnAe9FESc1
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Clinical Use Considerations for IVDs

• What is the intended use?
• What is the test’s function (e.g., screening, monitoring, diagnosis or aid to diagnosis, prognosis, 

prediction, companion diagnostic)?
• What injury, illness or condition will the results be used to detect, diagnose, predict or monitor?

• How will test results be used in patient management?
• Can clinicians recognize incorrect results 
• What actions would the clinician take in the event of an abnormal or unexpected result?
• What is the clinical significance of delayed results?
• What are the potential adverse consequences of unnecessary medical intervention?

• Who will use the results (the “clinical user”)?
• E.g., medical specialists, general clinicians, or patients?
• What qualifications or training is needed?
• Will specific training be required for the clinical user to interpret test results?

• What are the medical decision points?
• What degree of accuracy is required at the medical decision points?

• Can test performance or results be impacted by a security breach?
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Clinical Use Hazardous Situation Examples
• What are some possible hazardous situations related to clinical use?
• Intended use

• The manufacturer did not demonstrate scientific validity for the test analyte related to any specific clinical condition, and
did not perform clinical performance studies to demonstrate clinical utility.

• The intended use statement does not relate the detected analyte to a specific clinical condition. It simply states the test is 
intended to detect/measure this analyte.

• Clinician orders test and uses test results for patient management in a manner they see fit.
• The patient experiences an adverse event based on this use of the test result to initiate unnecessary therapy.
• While this use of the test was not intended by the manufacturer, it is also not contra-indicated in the labeling.

• Medical decision points (MDP)
• The manufacturer did not sufficiently research clinical guidelines for the clinical conditions for which their test may be used

in medical care.
• The manufacturer claims an intended use for diagnosing or aiding in patient management of multiple conditions with this 

test.
• The analytical and clinical performance studies performed by the manufacturer did not address accuracy and precision for 

all appropriate MDPs for the conditions claimed in the test’s intended use.
• Clinician orders test for a condition for which the MDPs were not sufficiently validated.
• Clinician accepts the test result as accurate and determine that therapy is not necessary.
• Patient’s symptoms worsen leading to serious injury.
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General Characteristics Related to Patient Safety

• Will the device come into contact with the patient or other persons?
• Are the materials used within and to make the device compatible…

• With each other?
• With materials the device is expected to come into contact with (e.g., specimens, other reagents, cleaning agents?

• Does the IVD consist of or include equipment?
• Consider: electromechanical safety, electromagnetic compatibility, radiation exposure, battery safety, radio 

frequency/telecom safety, installation requirements, user & other equipment interfaces, etc.

• Is calibration or maintenance required?
• Consider: calibration metrological traceability, calibration & maintenance schedules

• Does IVD consist of or include software?
• Consider: integrity of installed software, data access & security, user interface usability, computing & mobile platforms, etc.

• What is the device lifetime?
• Consider: reagent shelf life, equipment & component reliability

• How will the IVD be manufactured?
• Consider: new required processes or equipment/technology, production scale, contract manufacturers & suppliers, etc.

• What are the user requirements and needs for each user?
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General Characteristics Hazardous Situation Example 
(Manufacturing)

What are some possible hazardous situations related to general characteristics?
Device InflammaDry MMP-9 Test 

Intended use
InflammaDry is a rapid, immunoassay test for the visual, qualitative in vitro detection of elevated levels of the MMP-9 protein in human 
tears from patients suspected of having dry eye to aid in the diagnosis of dry eye in conjunction with other methods of clinical
evaluation. This test is intended for prescription use at point-of-care sites.

Recall reason
There are two windows on the test device, the control line window and the test results window. The line for the test results 
window were misaligned. In instances of positive test results, the positive test line may not be visible/ hidden under the cassette 
of the test device thus potentially leading to a false negative result.

Hazardous 
situation

• Test membrane not correctly aligned in test cassette window
• Healthcare provider (HCP) administering test fails to identify misaligned membrane in cassette
• HCP administers test on patient
• Cassette reports positive control line and positive result line with positive result line not visible in the test result window
• HCP interprets false negative result
• Patient has dry eye symptoms
• HCP/clinician relies on test results for patient management
• HCP/clinician does not administer therapy for dry eye

Hazard(s) Incorrect examination result (false negative result)

Potential harm Patient symptoms of dry eye worsen; continued dry eye disease/symptoms leads to corneal abrasions

US Recall Number Z-1637-2024; Recall Event ID 94219

IVD’s manufacturing & QC processes
do not ensure consistent manufacture 

of a safe & effective device.

https://www.accessdata.fda.gov/scripts/cdrh/cfdocs/cfRES/res.cfm?start_search=1&event_id=94219
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Performance Characteristics Related to Patient Safety

• Bias, traceability to a reference standardTrueness of the measured values

• Repeatability, intermediate precision, reproducibilityMeasurement precision

• Quantitative/semi-quantitative - influence of interfering or cross-reacting substances
• Qualitative - fraction of true negative results in samples containing the analyteAnalytical specificity

• Quantitative/semi-quantitative - ability to discriminate between quantity limits or ranges
• Qualitative - fraction of true positive results in samples containing the analyteAnalytical sensitivity

• Lowest quantity that can be reliably detectedDetection limit

• Lowest quantity that can be accurately measuredQuantitation limit

• Range of values over which the analytical performance was validatedMeasuring interval

• Fraction of true positive results in patients with diseaseDiagnostic sensitivity

• Fraction of true negative results in patients without diseaseDiagnostic specificity
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Performance Characteristics Hazardous Situation Example

What are some possible hazardous situations related to performance characteristics?
Device ADVIA Chemistry Microalbumin_2 (μALB_2)

Intended 
use

For in vitro diagnostic use in the quantitative measurement of microalbumin in human urine on ADVIA® Chemistry systems. Such 
measurements are used in the diagnosis and treatment of microalbuminuria and are helpful for the detection and treatment of patients at 
risk from renal disease.

Recall 
reason

Certain lots of the ADVIA® Chemistry Microalbumin_2 (μALB_2) assay are not meeting the Prozone Effect (hook effect) claim in the IFU 
on the ADVIA® 1800 Chemistry Systems, ADVIA® 2400 Chemistry Systems, and ADVIA® Chemistry XPT Systems.
• The assay’s Analytical Measuring Range is from 0.3 mg/dL (3 mg/L) to the level 5 ADVIA Chemistry Microalbumin_2 Calibrator, which 

varies from 38.0–42.0 mg/dL (380–420 mg/L). 
• The IFU states that “A prozone effect was not demonstrated for analyte concentrations up to 20,000 mg/dL (200,000 mg/L).”
However, for certain lots, erroneously depressed microalbumin patient results may occur:
• For ADVIA 1800 Chemistry Systems: the prozone effect claim began to fail at concentrations greater than 274 mg/dL (2,740 mg/L). As 

a worst-case scenario, a sample at 4,060 mg/dL (40,600 mg/L) could be reported as low as 20.6 mg/dL (206 mg/L).
• For ADVIA 2400 Chemistry Systems: the prozone claim began to fail at concentrations greater than 6,480 mg/dL (64,800 mg/L). As a 

worst-case scenario, a sample at 19,440 mg/dL (194,400 mg/L) could be reported as low as 10.8 mg/dL (108 mg/L).

Hazardous 
situation

• Certain lots of the IVD do not meet performance claims in labeling.
• Patient specimen contains elevated microalbumin (e.g., 300 mg/dL).
• ADVIA μALB_2 assay is performed on specimen using the ADVIA 1800 Chemistry System.
• Analyzer generates falsely decreased result (appears in normal range).
• Lab fails to detect incorrect result.
• Lab reports falsely decreased microalbumin result.
• Clinician receives incorrect microalbumin result.
• Patient has mild symptoms for renal disease.
• Clinician accepts incorrect result as correct, which appears to be in the normal range.
• Clinician elects not to administer therapy based on incorrect result.

Hazard(s) Incorrect examination result (falsely decreased result)
Potential 
harm Patient’s symptoms worsen progressing to renal disease

MHRA reference: 31584267

IVD component specifications or 
QC may be insufficient to detect 

when performance claims are 
not met.

https://mhra-gov.filecamp.com/s/d/vWRuAh0cV0pSHz6v
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Identify & Evaluate 
Potential Harms for IVDs
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Identify & Evaluate Potential Harms for the IVD

• Like non-IVD devices, manufacturers should consider having a medical or 
clinical expert participate in identifying potential harms and evaluating the 
severity level for the harms.

• Based on the IVD’s intended use, consider:
• How critical is this test result in determining therapy for the related condition?

‒ What harms may occur from misdiagnosis or inappropriate therapy?
• If the test detects infectious disease, could an incorrect result affect spread to others/public 

health?
• Does test detect/diagnose a treatable disease that if not detected could allow disease 

progression?
• Does test predict therapy effectiveness such that a false result could affect therapy 

benefits?
• Does test screen blood or tissue to ensure safe & compatible transfusion or donation?
• If medical intervention occurred, would the outcome be reversible?
• Does the IVD connect to a network or internet such that patient data could be modified or 

stolen?
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Estimation of Probability of Occurrence of Harm

• Probability of a patient being 
harmed = combined probability of 
each event in the sequence of 
events associated with a particular 
hazard and the potential harm. 

• Given the complexity of IVDs and 
their indirect patient impact, 
consider the P1 x P2 approach to 
estimate probability to ensure 
analysis is performed by persons 
with appropriate expertise, where:
• P1 is the probability that the hazardous 

situation would occur; and
• P2 is the probability that a specific harm 

would result from that hazardous situation 

ISO 14971:2019, Figure C.1 — Pictorial example of the relationship between hazard, sequence of events, hazardous situation and harm (from ISO/IEC Guide 63:2019)

P1
+

P2
=

P

P1 x P2 Approach
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Estimation of Probability of Occurrence of Harm

• Device: blood analyzer performing 
glucose measurements in a medical 
laboratory

• P1 = probability of occurrence of the 
hazardous situation
• Team estimating P1 should be familiar with 

design/construction, use, and servicing of 
IVD and understand use environment

• P2 = probability of harm occurring from 
a hazardous situation
• Team estimating P2 should be familiar with 

medical use of the IVD results

ISO/TR 24971:2020, Figure H.1 — Illustration of the sequence of events for a laboratory scenario involving an incorrect glucose measurement from an IVD medical device

P1 x P2 Approach

P1

P2

Events controlled by manufacturer.

Events beyond manufacturer’s control but potentially 
controlled by information accompanying device (e.g., IFU).

Events beyond laboratory’s direct control.
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Summary
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IVDs: Special Risk Considerations Summary
• Risk Management Process for IVDs
• Same as non-IVDs but use a different perspective for risk analysis inputs.

• IVD Overview
• Key difference for IVDs = indirect patient impact (may be difficult to evaluate)

• Known and Foreseeable Hazards and Hazardous Situations for 
IVDs
• Typical non-IVD device hazards mostly apply to non-patient operators; may 

also be components of hazardous situations
• Primary IVD patient hazards:

‒ An incorrect test result (false positive/negative from a qualitative test; or false increased/ 
decreased value from a quantitative test)

‒ A delayed test result, or 

‒ Incorrect information accompanying a test result
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IVDs: Special Risk Considerations Summary (cont’d)

• Identify Hazards & Hazardous Situations Related to Intended 
Use & Device Description for IVDs
• ISO/TR 24971:2020, Annex H provides useful guidance to help identify 

additional hazardous situations that could lead to these IVD patient hazards 
based on the device’s intended use and description. 

• Identify & Evaluate Potential Harms for IVDs
• Manufacturers may find it more efficient to use a P1 x P2 approach to allow for 

different groups of experts to evaluate the risk components with which they 
are most familiar. Then, combine the scores from the segmented analyses to 
get the overall probability of occurrence of harm for each risk. 
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Questions?



Thank you for your attention

Copyright Qserve Group B.V.

Christie Hughes, MPH, MLS(ASCP), RCC-IVDR
Principal Consultant, Qserve Group
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Combination Product Evaluation Overview

Agenda
Introduction

Evolution of Drug Delivery
Future Industry Portfolio

Complex Product Development

• QMS Landscape

• Asset Characterization Evaluation

• Risk and Usability Modeling Introduction

• Key Deliverable: Upfront Development Planning

• Discussion
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An organization’s ability to learn, 
and translate that learning into 
action rapidly, is the ultimate 
competitive advantage.

Preparing For The Next Generation of Products

Jack Welch
former CEO and Chairman of General Electric
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Definition of Combination Products

    

Combination products are therapeutic, aesthetic, and diagnostic products that 
combine drugs, devices, and/or biological products. 
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Combination Products Market is presumed to 
reach the market size of nearly USD 296.74 

Billion by 2032 from USD 144.66 Billion in 2023 
with a CAGR of 8.31% under the study period 

2024-2032.1

The global precision medicine market 
in terms of revenue was estimated to 
be worth $29.1 billion in 2023 and is 
poised to reach $50.2 billion by 
2028, growing at a CAGR of 11.5% 
from 2023 to 2028.2

Evolution of Drug Delivery 

Infusion IV Vials Prefilled Syringe Needle Safety 
Device

Autoinjector Large Volume 
Injector 

2  Precision Medicine Market Size, Share, Trends and Revenue Forecast [Latest] (marketsandmarkets.com)

Ease of Use Reduce Overfill

Patient safety Regulatory

Adherence competition patient

Patent Vol/Visc. Patient (IV-SC)

1 Drug Device Combination Products Market Share & Growth Report (valuemarketresearch.com)
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Nanotherapeutics: Future Industry Portfolio

Combining precision diagnostics and precision 
therapeutic/aesthetic products for unmet medical needs 
and next generational needs -  product lifecycle 
management.

Disruptive Medicine Innovation  Future Product Strategy
Being able to construct, fabricate, regulate, and combine 
therapeutic and/or aesthetic biopharma products and 
devices through material science application with a size 
in the nano-range (at least one dimension) to support 
user centric products.

Combination 
Products

Cell 
Therapy  

Cannisters

Implantable 
Scaffolds

Animal 
Tissue

SaMD 
Digital

Pathology

Dissolvable 
Thin-Film 
Delivery

Infusion 
On-Body 
Delivery

SiMD
Electric/Mechanical

(Mini-Pump 
Infusion)

Recombinant 
Human Tissue – 

Drug Delivery

Gene Therapy 
CRISPR/Cas9 

Delivery

CDx – 
Precision 
Medicine

Microneedle
Patches

AI/ML – 
Precision 

Diagnostics 
for Drug 
Delivery 

Mini - 
Autoinjectors
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Complex Product Development Overview

…for all device technologies in all 
Therapeutic Areas

Device development integrated with medicinal 
development across the lifecycle…

Device

Medicinal

Concept Feasibility & 
Development Validation Launch LCM

Discovery Development Launch LCM

Current Problem: Pre-launch device development happens 
within ‘Development’ phase of medicinal development, but the 
vision is for it to start much sooner integrated with medicinal 
development. Overall: Fragmented and Siloed Deliverables

Example Device Technologies

Combination Products

Standalone Devices

Digital Health Tools (e.g., AI/ML)

Diagnostic Devices (e.g.,CDx)

Therapeutic Areas

Immunology

Oncology

Neuroscience

Ophthalmology

Cardiovascular

Other Specialty Products

Address high priority issues with combination 
products while evaluating future state 
strategies with an “Enterprise Integrated Mindset”

Evaluate strategies with a primary focus on core 
markets and other markets - Document the 
Integrated Regulatory Strategy upfront for the 
whole asset.

Regulatory 
Vision

Combination products Major markets 



Quality Management System

Clinical and 
Non-Clinical 

Trials 



Quality Management System

Clinical and 
Non-Clinical 

Trials 



Characterization and GMP Regulations

Combination 
Product

21 CFR 820 
(Quality 
System 
Regulation)

21 CFR 
210/211 (Drug 
CGMPs)

Device

Drug

21 CFR 820 
(Quality 
System 
Regulation)

21 CFR 
210/211 
(Drug 
CGMPs)

• Industry needs to determined how is the asset characterized when combining 
drugs, devices, companion diagnostics, and biologics, each retains its 
"regulatory identity" in the final product.  
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Characterization of Combination Products
Characterization Example

Single Entity

Physically/chemically combined in a single entity
• Drug-coated device, pre-filled syringe or dermal 

filler with lidocaine

Co-packaged 

A package containing separate items

• Surgical kit with gloves, catheter, and anesthetic 
jelly

• Drug or biological product packaged with an 
applicator, empty syringe, or injector pen

Cross-labeled

Entirely separate items that are specifically 
labeled for use together

• Drug and auto injector (labeled for use together) 
or with a companion diagnostic (CDx)

Convenience Kit

Device and drug/biologic agent are packaged 
together and used “As-Is” (Independently 
Marketed)

• Filter needle packaged with drug/biologic agent 

• A manufacturer of a “convenience kit” has no cGMP 
requirements beyond those that apply to the assembly, 
packaging, labeling or sterilization of the kit. The final rule’s new 
requirements do apply [if] any of the kit’s components is 
repackaged, relabeled or otherwise modified to be included in the 
kit.



Risk Management Within Combination Product 
Development

Consider starting the characterization of the combination asset as soon as possible, 
especially for novel products to be able to develop a Risk Management Model.

Concept Feasibility Development Validation Launch Readiness Launch

N/A
Risk 

Management 
Plan

Risk Management 
Plan

Risk Management 
Plan

Risk Management 
Plan

Annual Risk 
Management File 

Review

Clinical Hazards 
List Clinical Hazards List Clinical Hazards 

List Clinical Hazards List

Design FMEA Design FMEA Design FMEA Design FMEA

Usability FMEA Usability FMEA Usability FMEA Usability FMEA

Process FMEA Process FMEA Process FMEA Process FMEA

Risk Mgmt Report Risk Mgmt Report

Risk Benefit 
Analysis

Risk Benefit 
Analysis



Combination Product Risk Analysis Overview

Clinical Hazard List
• Identification of potential harms or 

hazards early in the design 
process.

Usability FMEA
• Used to assess the risks 

associated with the use and 
reasonably foreseeable misuse of 
the product.

Design FMEA
• Used to assess the risks 

associated with failure of design 
components impacting the ability 
of the system to meet the defined 
Design Inputs.

Process FMEA
• Used to systematically identify 

failure modes and their 
corresponding effects for each 
step in a particular manufacturing 
process

Understanding of the User 
Groups - Key



Overall : Early Product Development Planning is Critical
Early Development Planning is a MUST:

• Strategic Partnerships -  growing 
investments;

• Intellectual Property Initiatives  -  
competitive market dynamics;

• Product Development Approaches;
• Clinical Strategy
• Platform Technologies
• EDDOs

• Quality and Risk Management Systems 
Optimizations; and

• Regulatory Submission Market Plans
• HTA/Reimbursement Landscaping

Development processes – Drug/Device Combination Products

Co
m

bi
na

ti
on

 
Pr

od
uc

t
M

ed
ic

al
 D

ev
ic

e
D

ru
g 

Pr
od

uc
t

D
ru

g 
Su

bs
ta

nc
e

Drug Substance 
development

Drug Product 
development

Design Input Design Output

Drug and 
Device 

combined

Design 
Verification 

(of combination)

Design 
Validation

Design 
Verification

Design Input Design Output

If no discrete Drug Product

Follow
Design Control:

21 CFR 820
ISO 13485 7.3

Follow appropriate
ICH / Pharma 

guidelines

Consider aspects of the drug 
that would affect the device 

and vice-versa

Design Validation must address 
patient needs, user needs and 
intended use of the entire 
Combination Product.

Design History File must show: 
• Drug and device are appropriate for use 

together
• Drug and device are appropriate for the 

combination product as a whole 
• Any design issues resulting from combining the 

drug and device were addressed.

Integrated Regulatory Strategy
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Discussion
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Use  of AI in  Medica l Devices
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Artificia l In te lligence

Bridging-Consulting.com 4

Types of AI Technologies

Source: DALL-E 3, OpenAI. 

 Machine  learn ing (ML)
– Deep lea rn ing (DL)
– Locked  a lgorithm , adaptive  a lgorithm

 Natura l language  p rocessing (NLP)
 Com pute r vision  (CV)
 Expert system
 Speech  recognition
 Genera tive  AI

– Large  language  m ode l (LLM)



Machine  Learn ing vs. Deep  Learn ing

Bridging-Consulting.com 5

Same or Different? 

Source: https://levity.a i/blog/difference-machine-learning-deep-learning. 

https://levity.ai/blog/difference-machine-learning-deep-learning


FDA AI/ML-Enabled  Device  List
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N=950 in August 2024

Source: https://www.linkedin.com/feed/update/urn:li:activity:7227313349733068801/ by Naveen Agarwal, Ph.D., August 14, 2024. 

https://www.linkedin.com/feed/update/urn:li:activity:7227313349733068801/


AI/ML-Enabled  Devices
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 Radiology: 
– Im aging processing and  ana lysis

 Cardiology: 
– Analyzing EEGs and de tecting abnorm alitie s

 Pathology: 
– Analyzing tissue  sam ples and  de tecting cance rous ce lls

 Neurology: 
– Analyzing EEGs and bra in  scans, de tecting and  m onitoring neurologica l d isorde rs

 Oncology: 
– Analyzing gene tics, im aging, e tc., to  suggest pe rsonalized  trea tm ent p lans

 Orthopedics:
– Assisting in  surgica l p lanning based  on  im aging and  provid ing guidance  

 Surge rie s: 
– Rem ote  viewing and  ope ra ting robotics

 Respira tory: 
– Rem ote  m onitoring and  rea l-tim e de tection

Sample Applications

Image Sources: https://www.tcdmd.com; https://www.itnonline.com/.  

https://www.tcdmd.com/
https://www.itnonline.com/


AI/ML-Enabled  Devices
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 Assistive
– Help ing pe rform  tasks faste r withou t changing existing workflows
– Com pute r-Assisted  Triage  (CADt): Con taCT (DEN170073)
– Com pute r-Assisted  De tection  (CADd): GI Gen ius (DEN200055)
– Com pute r-Assisted  Diagnosis (CADx): Quan tX (DEN170022)

 Augm ented
– Modifying/enhancing curren t workflows, he lp ing m ake  be tte r decisions
– E.g., Cap tion  Guidance  (DEN190040) 

 Autonom ous
– Replacing curren t workflow by au tom ating decision-m aking p rocess
– E.g., IDx-DR (DEN180001)

 Digita l the rapeu tics (DTx)
– Provid ing cogn itive  behaviora l the rap ies (CBTs)
– E.g., reSET (DEN160018), EaseVRx (DEN210014)

Intended Uses

https://www.accessdata.fda.gov/cdrh_docs/pdf17/DEN170073.pdf
https://www.accessdata.fda.gov/cdrh_docs/pdf20/DEN200055.pdf
https://www.accessdata.fda.gov/cdrh_docs/pdf17/den170022.pdf
https://www.accessdata.fda.gov/cdrh_docs/pdf19/DEN190040.pdf
https://www.accessdata.fda.gov/cdrh_docs/reviews/DEN180001.pdf
https://www.accessdata.fda.gov/cdrh_docs/pdf16/DEN160018.pdf
https://www.accessdata.fda.gov/cdrh_docs/pdf21/DEN210014.pdf


Novel Risks Associa ted  with  Using AI in  MDs 
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Nove l Risks Associa ted  With  AIs
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Hum an-AI in te raction  risks
 Inaccura te  re su lts
User ove r-re liance
Cybersecurity vu lne rab ilitie s
 Inadequa te  da ta  p rivacy and  confiden tia lity
Unclear accountab ility and  liab ility
 Inadequa te  tra in ing and  educa tion

General Risks



Nove l Risks Associa ted  With  AIs
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Data  b ias and  d iscrim ina tion
 Poor gene ra liza tion
Overfitting & underfitting
 Lack of m ode l in te rpre tab ility
 Inadequa te  va lida tion  withou t an  e stab lished  ground  tru th
Model d rift
 Inpu t da ta  changes
Clin ica l p ractice  changes

Machine Learning & Deep Learning



Nove l Risks Associa ted  With  AIs

Bridging-Consulting.com 12

Contextua l m isunderstand ing
Hallucina tion
Data  b ias and  d iscrim ina tion
 Lack of exp la inab ility
 Inconsisten t ou tpu ts
Com plex que ry handling
Valida tion  d ifficu ltie s
Cultura l or situa tiona l insensitivity
 Transparency conce rns

Large Language Model



Nove l Risks Associa ted  With  AIs
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 Poor use r engagem ent and  adherence
 Poor usab ility
 Lack of accessib ility
 Psychologica l and  behaviora l risks
Virtua l Rea lity (VR) headse t: 

– Motion  sickness
– Eye  stra in  and  fa tigue
– Neck and  shou lder stra in
– Derea liza tion  and  depersona liza tion
– Excessive  visua l stim uli

Digital Therapeutics (DTx)



Risk Control and  Mitiga tion  Stra tegies
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Risk Control and  Mitiga tion  Stra tegies
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 Existing risk-based  regu la tory schem e  works

 Existing risk m anagem ent p rocess works 
– There  a re  new types of hazards, requ iring new risk con trol m easures

 It’s necessa ry to  standard ize  te rm inologies and  estab lish  
gu id ing princip le s

 It’s he lp fu l to  use  harm onized  standards, regu la tions, gu idance  
to  a lign  expecta tions and  drive  consistencies

Overall Approach for AI/ML-Enabled Medical Devices



Risk Control and  Mitiga tion  Stra tegies
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 Standards
– ISO 14971:2019: Medica l devices — Applica tion  of risk m anagem ent to  m edica l devices
– ISO 24971:2020: Medica l devices — Guidance  on  the  applica tion  of ISO 14971
– AAMI CR34971:2022: Guidance  on  the  Applica tion  of ISO 14971 to  Artificia l In te lligence  and  Machine  Learn ing
– ISO/CD TS 24971-2: (com m ittee  dra ft) Medica l devices — Guidance  on  the  applica tion  of ISO 14971Part 2: Machine  learn ing in  

a rtificia l in te lligence
– ISO 62304:2006: Medica l device  software  — Software  life  cycle  processes
– IEC TR 24028:2020: Inform ation  technology — Artificia l in te lligence  — Overview of trustworth iness in  a rtificia l in te lligence
– IEC 81001-5-1:2021: Hea lth  software  and  hea lth  IT system s safe ty, e ffectiveness and  security, Part 5-1: Security — Activitie s in  the  

product life  cycle
– ISO 27701:2019: Security techniques — Extension  to  ISO/IEC 27001 and  ISO/IEC 27002 for p rivacy inform ation  m anagem ent — 

Requirem ents and  guide lines
– NIST SP 800-53: Security and  Privacy Controls for Inform ation  System s and  Organiza tions

 Laws and  regu la tions
– EU AI Act: Regula tion  (EU) 2024/1689: Artificia l In te lligence  Act
– EU GDPR: Regula tion  (EU) 2016/679: Gene ra l Data  Protection  Regula tion

Standards and Regulations

https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L_202401689
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:02016R0679-20160504


Risk Control and  Mitiga tion  Stra tegies
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 U.S. FDA
– Cybersecurity in  Medica l Devices: Qua lity System  Conside ra tions and  Conten t of Prem arke t Subm issions — Fina l 

Guidance  (Sep  27, 2023)
– Conten t of Prem arke t Subm issions for Device  Software  Functions – Fina l Guidance  (Jun  14, 2023) 
– Clin ica l Pe rform ance  Assessm ent: Conside ra tions for Com pute r-Assisted  De tection  Devices Applied  to  Rad io logy 

Im ages and  Rad io logy Device  Da ta  in  Prem arke t Notifica tion  (510(k)) Subm issions – Fina l Guidance  (Sep  28, 2022)
– Artificia l In te lligence /Mach ine  Learn ing (AI/ML)-Based  Software  as a  Medica l Device  (SaMD) Action  Plan  (Jan  2021)
– Good  Machine  Learn ing Practices for Medica l Device  Deve lopm ent: Guid ing Princip les (Oct 2021) – U.S. FDA, 

Hea lth  Canada  and  UK MHRA
– Transparency for Mach ine  Learn ing-Enab led  Medica l Devices: Guid ing Princip les (Jun  2024) – U.S. FDA, Hea lth  

Canada  and  UK MHRA

 In te rna tiona l Medica l Device  Regula tors Forum  (IMDRF) 
– Machine  Learn ing-enab led  Medica l Devices: Key Term s and  Defin itions (May 6, 2022)
– SaMD: Possib le  Fram ework for Risk Ca tegoriza tion  and  Correspond ing Conside ra tions (Sep  2014)
– SaMD: Applica tion  of Qua lity Managem ent System  (Oct 2015)

Guidance and Whitepaper

https://www.fda.gov/media/119933/download
https://www.fda.gov/media/119933/download
https://www.fda.gov/media/153781/download
https://www.fda.gov/media/77642/download
https://www.fda.gov/media/77642/download
https://www.fda.gov/media/177030/download?attachment
https://www.fda.gov/media/153486/download
https://www.fda.gov/media/179269/download?attachment
https://www.imdrf.org/sites/default/files/2022-05/IMDRF%20AIMD%20WG%20Final%20Document%20N67.pdf
https://www.imdrf.org/sites/default/files/docs/imdrf/final/technical/imdrf-tech-140918-samd-framework-risk-categorization-141013.pdf
https://www.imdrf.org/sites/default/files/2021-09/imdrf-cons-samd-aqms-150326.pdf


Risks and  Mitiga tions
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 Hum an-AI in te raction  risks
 Im proving usability designs, form ative  and  sum m ative  HF te sting

 Inaccura te  resu lts
 Verifica tion  and  va lida tion  te sting, rea l-world  pe rform ance  m onitoring

 User over-re liance
 User tra in ing and  educa tion  to  unde rstand  device  capabilitie s and  lim ita tions
 “hum an-in-the -loop”

 Cybersecurity vu lne rab ilitie s
 Security design , te sting, m onitoring and  upda te s

 Inadequa te  da ta  p rivacy and  confiden tia lity
 Robust design , i.e ., access control, clear iden tifica tion  of pe rsona l sensitive  in form ation , de identifica tion , transparency

 Unclea r accoun tab ility and  liab ility
 Accountab ility fram ework, thorough docum enta tion  of decision-m aking process

 Inadequa te  tra in ing and  educa tion
 Deve lop  and  de live r use r-appropria te  tra in ing

Bridging-Consulting.com

General Risks
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 Data  b ias and  d iscrim ina tion
 Representa tive  m ode l tra in ing da tase t, da ta  m anagem ent, va lida tion  te sting

 Poor gene ra liza tion
 Representa tive  m ode l tra in ing da tase t, adequa te  va lida tion  te sting

 Overfitting & underfitting
 Reduce /increase  ML m ode l com plexity, regu la riza tion /de -regula riza tion , fea ture  engineering

 Model in te rpre tab ility
 Using tools such  as SHAP and  LIME, m ode l transparency, m ode l sim plifica tion

 Inadequa te  va lida tion  without an  e stab lished  ground tru th
 Estab lish  new ground  tru th  or surrogate  re fe rence  va lue

 Model drift /  Input da ta  changes /  Clin ica l p ractice  changes
Monitor m ode l pe rform ance , conduct m arke t in te lligence , pe rform  period ic re tra in ing

Machine Learning & Deep Learning



Nove l Risks Associa ted  With  AIs
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 Contextua l m isunde rstanding /  Com plex que ry handling
 Prom pt enginee ring, online  he lp  and  use r tra in ing

 Hallucina tion
 Bette r m ode l tra in ing da tase ts, rea l-tim e fact checking, re trieva l augm enta tion , m ode l re tra in ing, re inforcem ent learn ing from  hum an feedback

 Data  b ias and  d iscrim ina tion
 Relevant, d ive rse  and  h igh-quality m ode l tra in ing da tase ts, 

 Lack of expla inability
 Expla inable  AI (XAI) approaches, including provid ing confidence  leve ls or ra tiona le

 Inconsisten t ou tputs
 Ensure  correctness of outputs

 Valida tion  d ifficu ltie s
 Cross-re fe rence  outputs with  m edica l guide lines, hum an clin ica l expe rt eva lua tion

 Cultura l or situa tiona l insensitivity
 Train  m ode l on  cultura lly d ive rse  da tase ts, use  em otiona l cues through prom pts

 Transparency conce rns
 Prope r use r labe ling d isclosing the  use  of LLM

Large Language Model
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 Poor use r engagem ent and  adherence
 Im prove  use r in te rfaces encouraging active  participa tion , with  rem inde rs and  p rogress reports

 Poor usab ility
 Apply use r-cen tric designs, fo llowed  by form ative  and  sum m ative  HF te sting

 Lack of accessib ility
 Increase  hardware /software  com patib ility, ba lance  m obile  vs. cloud  com puting

 Psychologica l and  behaviora l risks
 Involve  m enta l hea lth  expe rts in  design  and  te sting p rocess, conduct use r te sting, pe rform  postm arke t su rve illance

 Virtua l Rea lity (VR) headse t: 
– Motion  sickness – lim it se ssion  dura tions, offe r use r-con tro lled  naviga tion  op tions
– Eye  stra in  and  fa tigue  – ad justab le  focus se ttings, incorpora te  regu la r b reaks during se ssion
– Neck and  shou lde r stra in  – app ly e rgonom ica l design , conduct use r te sting, incorpora te  regu la r b reaks
– Derea liza tion  and  depe rsona liza tion  – lim it se ssion  dura tions, p rovide  clear transition  be tween  VR and  rea l-world  

environm ents
– Excessive  visua l stim uli – a llow custom ization  of sensory inpu t leve ls, include  environm ent op tions

Digital Therapeutics (DTx)
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DEN170022 QiantX
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Special Controls
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DEN180001 IDx-DR
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Special Controls
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DEN160018 reSET
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Special Controls
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 The  use  of AI in  m edica l devices is ub iqu itous, p rim arily 
still in  low to  m odera te  risk applica tions

 It ra ise s nove l risks in  da ta  m anagem ent, m achine -
hum an in te raction  and  prope r va lida tion , e tc.

 The  existing regula tory schem es and  risk m anagem ent 
fram ework work we ll ove ra ll, however, 

 New/upda ted  regula tions, standards and  gu idance  will 
he lp  a lign  expecta tions and  drive  consistencie s on  
ensuring sa fe ty, e fficacy and  pe rform ance  of AI-enabled  
devices

AI and Its Use in Medical Devices: Mitigating Novel Risks
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